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Controlled Distribution of Dangerous Microorganisms – The Control of Dual-use Goods

Introduction

Restrictions are placed on the distribution of certain hazardous species/strains. In addition to the EU regulations for the control of dual-use goods or similar control regulations that are in place outside Europe, national acts on the control of possible war weapons and embargoes on certain countries must be observed. Culture Collections may include such organisms in their collections and are therefore affected by such control mechanisms and therefore they must ensure they supply biological materials to authorised laboratories only. 

The information provided here is not comprehensive but serves to inform Culture Collection staff of the types of action being taken.  The WFCC does not support a total ban on the supply of organisms that could be misused but requires its membership to adopt measures to prevent organisms falling into the wrong hands. Culture Collections have had procedures in place for many years. We all must be vigilant. Part of any quality management system is to review and improve, if it is not its main goal, all Culture Collections must revisit procedures and ensure they work well.  

The decision by the Australia Group to introduce multilateral controls for the prevention of proliferation of potential bio-weapons was implemented by the EU Council (Council Regulation 3381/94/EEC). Supply of certain species/strains (listed under positions 1C351 – 1C354) which can cause substantial harm (being pathogenic or toxinogenic) to humans, animals or plants (crops) to unauthorised or mala fide third parties must be prevented. 

The Biological and Toxin Weapons Convention (BTWC) of 1972 prohibits the development, possession and use of biological weapons. The national governments are the enforcers of international and national legislation on the distribution of sensitive materials and information can be obtained from the National Authorities, usually the Export Offices.

Sufficient and trained staff, knowledge and expertise and a well-functioning computerised shipping and export department are prerequisites for all Culture Collections. The WFCC Guidelines for the Establishment and Operation of Collections of Microorganisms, 2nd edition, 1999 (available via the WFCC website – http://www.wfcc.info), reflects the concern over this matter and 7 paragraphs therein are devoted to different security aspects.  

Microorganisms available from a Culture Collection are subject to the provision of relevant permits and licenses and released only to bona fide users in compliance with national and international legislation. Procedures are to be followed to identify potential illegal requests and to minimize the risk of inappropriate distribution. Traceability of cultures should be ensured, especially of such “select agents” capable of causing substantial harm to human or animal health or the environment.

It is the task of the Export Offices to help maintain trade and all necessary transactions within and from their countries and to work out acceptable procedures in collaboration with their requestors including the Culture Collections in a country in order to follow all relevant regulations. 

Control Measures for Culture Collections

When a Culture Collection is requested to supply an organism which has the potential to be used as a bio-weapon (dual-use goods) care must be taken at all steps to prevent it falling into the wrong hands. The following procedure provides a model procedure. However, the Culture Collection should work with its national Export Office to come to an agreement on best practice and nationally accepted mechanisms of control. 

1) Only written orders should be accepted by the Culture Collection including date of order, signature and a clear identification of the ordering institution (letterheading, stamp, logo). A written and signed order is also necessary if a requestor is already known to a Culture Collection or if the same customer orders the same strain several times. 

2) The Culture Collection clarifies whether or not the  country of destination is an embargo country (observe the lists provided by your national Export Office) or, if in doubt about the addressee, if the name of the requestor/institution is known at the Export Office.

3) The Culture Collection must be informed of the intended purpose and use of the strain by the potential recipient and may design a form presenting a list of possibilities which can be marked/crossed by the requestor as an end-user certificate. If in doubt, the Culture Collection may ask for a detailed specification of the use of an organism. Again, this also applies if a customer is already known or orders the same strain repeatedly. The completed end-user certificate must be kept in the archives of the Culture Collection.

4) A person, usually a scientist of the Culture Collection, is responsible for keeping up-to-date on the relevant legislation, the contact details of the national Export Office and for informing all colleagues who are involved in the procedures. This is not necessarily the head of the Culture Collection, but he/she nominates this person or a group of responsible persons. Usually, the head of the Culture Collection is by law responsible for each individual case of export.

5) Upon instruction by the responsible person (see paragraph 4) the Culture Collection database management department updates the lists with those organisms affected and informs the curators who are responsible for these organisms and implements all safety measures on electronic basis in the export department.   

6) Distribution of strains and associated administrative work must be exclusively executed by specific trained personnel (or the shipping and export department if applicable). 

7) In all cases of export of a regulated organism the person who is responsible for export must ensure by signature that to their best knowledge the requestor is authorised to receive the strain for bona fide use.

8) The requestor of a regulated organism is informed on the end-user certificate that he is not allowed to distribute the organism to a third party.

9) If the end-user certificate is incomplete on return (date, signature and stamp of the institution), supply must be refused.

10) In all cases of doubt, the relevant national Authority (Export Office, Department of Commerce or Foreign Office) is to be consulted. 

11) The Culture Collection must restrict access to such regulated biological materials. Non-Culture Collection staff, guests or persons who have to perform technical service work are not allowed to have access to restricted biological materials. The Culture Collection should restrict the number of staff who have access.

12) Documentation control for all export procedures to provide traceability of use and movement of all regulated organisms is absolutely essential.

Detailed background information

The following information has been provided to help staff in Culture Collections keep up to date with relevant issues. Although the content is time bound the links and sources of information will remain relevant and serve to help Culture Collection staff carry out their duties in compliance with national law, regulations and policies.

The WFCC Postal, Quarantine and Safety (PQSR) Committee have continued their work to bring together information on legislation and best practice for the WFCC membership (see WFCC Newsletter no. 34, January 2002). The information contained in this Newsletter has been compiled to address the current concern over the transfer of selected infectious agents capable of causing substantial harm to human health.  There is potential for such organisms to be passed to parties not equipped to handle them or to persons who may make illegitimate use of them.  Of special concern are pathogens and toxins causing anthrax, botulism, brucellosis, plague, Q fever, tularemia and all agents classified for work at Biosafety Level 4 (Risk Group 4). The WFCC have taken several steps to clarify its position with regard to safe and legitimate distribution of dangerous pathogens.  It has made clear statements on the WDCM website and provided further information in the WFCC Newsletter no. 34. The information provided here draws together some examples of the control measures that Culture Collections should be aware of and to help them respond to questions that may be asked of them and also to put in place best practice to help prevent organisms from their collections being misused.  In this context it is useful to bear in mind that the authors consider that the majority of exchange of all organisms is between individual scientists or research groups rather than through recognised Culture collections. The WFCC expects its members to adopt best practice in all its operations and the Guidelines it has provided and information generated from its committees aids this process.

The Biological and Toxin Weapons Convention (BTWC)

One of the measures to prevent organisms and toxins being used as weapons was the Convention on the prohibition of the development, production and stockpiling of bacteriological (biological) and toxin weapons and on their destruction. The Biological and Toxin Weapons Convention (BTWC) was signed in London, Moscow and Washington on 10 April 1972 and entered into force on 26 March 1975. Lists of the State Parties and the Signatories to the BTWC as well as the text of the Convention can be found at http://binas.unido.org/binas/regs.php3. It was established to achieve effective progress towards general and complete disarmament including the prohibition of the development, production and stockpiling and the elimination of all types of weapons of mass destruction including biological weapons through effective measures and international control. The Convention does not in any way limit or detract from the obligations of the Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous of Other Gases, and of Bacteriological Methods of Warfare, signed at Geneva on June 17, 1925.  Information and the text of the Geneva Protocol can be found at http://www.opcw.nl/fact/rel_conv.htm.  Article 1 of the BTWC requires each State Party to the Convention to undertake never in any circumstances to develop, produce, stockpile or otherwise acquire or retain: 

1. Microbial or other biological agents, or toxins whatever their origin or method of production, of types and in quantities that have no justification for prophylactic, protective or other peaceful purposes; 

2. Weapons, equipment or means of delivery designed to use such agents or toxins for hostile purposes or in armed conflict. 

Further articles set a nine-month deadline to destroy all agents, toxins, weapons, equipment and means of delivery and not to transfer them to any recipient. The State Parties to the Convention undertook to facilitate, and have the right to participate in, the fullest possible exchange of equipment, materials and scientific and technological information for the use of bacteriological (biological) agents and toxins for peaceful purposes. Parties to the Convention in a position to do so are required to co-operate in contributing individually or together with other States or international organizations to the further development and application of scientific discoveries in the field of bacteriology (biology) for prevention of disease, or for other peaceful purposes.

The implementation of the Convention led some parties to initiate tight control. Article III obliges the States Parties not to transfer to any recipient what so ever, directly or indirectly, and not in any way to assist, encourage, or induce any State, group of States or international organizations to manufacture or otherwise acquire any of the agents, toxins, weapons, equipment or means of delivery specified in article I of the Convention. This is a legally binding obligation. A number of countries have implemented national export licensing measures as an effective means of implementing these obligations and to avoid the possibility of the inadvertent supply of any item which could be used in a Biological Weapon (BW) program. Export licenses are not bans. They operate to deter proliferation by monitoring trade of relevant materials, and provide authority to stop a sale in the infrequent cases where a prospective export is likely to contribute to a BW program. It is also in the interest of industry and research institutes to ensure that such firms and institutes are not inadvertently supplying pathogens and dual-use equipment for use in the production of BW.

The BTWC is considered by many simply to be a ‘gentleman’s agreement’ but many of the signatory countries have taken further actions to enforce it. It is Governments that set legislation for us all to follow and it is important that we are able to put in place practices and procedures that not only meet the legislation but enable us to support legitimate research and development. The BTWC provides a basis upon which countries can set their legislation knowing that there are like-minded countries working with them under the same umbrella agreement. We look to WFCC members to keep abreast of their country’s requirements and to pass information to the WFCC so that we can ensure that the whole of our membership are aware of international and national regulations.

The Australia Group 

The Australia Group is an informal group of countries committed to combating the proliferation of chemical and biological weapons. The countries participating in the Group are suppliers and/or trans-shippers of chemicals, biological agents and/or production equipment which could be used in chemical and/or biological weapons programmes. The Group came into existence during the Iran-Iraq war in the 1980s, after it became evident that chemical weapons had been used in violation of the 1925 Geneva Protocol. This development and the fact that materials for these chemical weapons programmes had been obtained on the international market prompted the establishment of the Group.

At first, the Australia Group concentrated on the necessity of imposing export control on dual-use chemicals. Biological weapons controls have been introduced on human, animal and plant pathogens, as well as dual-use equipment. Thus, the Australia Group countries are now applying licensing measures covering relevant dual-use items and technology for both chemical and biological weapons.

Since 1990, the membership of the Group has grown from 21 to 34 including the European Union. 

Australia Group Members: Argentina, Australia, Austria, Belgium, Bulgaria, Canada, Czech Republic, Denmark, European Commission, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Japan, Luxembourg, Netherlands, New Zealand, Norway, Poland, Portugal, Republic of Korea, Romania, Slovak Republic, Spain, Sweden, Switzerland, Turkey, United Kingdom, United States.  Cyprus has also joined under special conditions.

The expansion of the Australia Group is a result of consistent efforts by a number of the member states. In addition, outreach activities have been undertaken with a view to encouraging more countries to impose similar export licensing measures even without joining the Group. Export controls of chemicals, biological agents and dual-use equipment is an essential measure in the light of the risk of further proliferation of the spread of chemical and biological weapons. The control measures of the Australia Group countries are consistent with the policy of effective implementation of the Biological and Toxin Weapons Convention of 1972 (particularly the Article III obligation to prevent the transfer of materials which might assist a biological weapons programme) and the Geneva Protocol of 1925, as well as the effective implementation of the Chemical Weapons Convention. Article I of the Convention requires State Parties to refrain from actions which would assist anyone in any way in acquiring chemical weapons. In fact, the Convention contains a number of provisions relating to the transfer of chemicals, which pose a risk to the Convention. Many members of the Australia Group are individually playing an active role in the Preparatory Commission for the Organization for the Prohibition of Chemical Weapons (OPCW) in The Hague. The OPCW Preparatory Commission started its work one month after the signing of the Convention by 137 countries in Paris in January 1993.

The BTWC resembles international law, but without any lists and control regimes, so without a verification mechanism. The Australia Group controls being reflected e.g. by the EU Dual-use Directive therefore help to address a weakness in the provisions of the Convention and to find out possible evidence that a number of countries including States Parties to the BWC are pursuing biological weapons programmes. Being a relatively small group of like-minded nations, the Australia Group can revise its controls relatively quickly. They have regular meetings to discuss further joint action and to consider changes to its open list of controlled organisms (see Table 1 the Australia Group organisms). For further information see http://www.dfat.gov.au/isecurity/pd/pd_4_96/pd9.html
The list of organisms can be added to at any time and is a minimal one.  Individual countries have added to it considering a wider range of organisms. All WFCC member collections holding examples of these must consider carefully who they provide them to.  

The European Union 

The EU has adopted a common position with the Biological and Toxin Weapons Convention http://projects.sipri.se/cbw/docs/btwc-EU-commpos.html.  Delivery of microorganisms which could be used as biological weapons is controlled by the EU Council Regulation 3381/94 <documents/EuropeanCouncilRegulationl.rtf> on the Control of Exports of Dual-use Goods from the Community and by the resp. EU Council Decision of December 1994 with its Annex I  <documents/annexes.pdf> (Publication L367/8/EEC of 31.12.1994 and amendments).
National measures, some examples

Several countries have introduced measures for control of dangerous pathogens, which in many cases involves the registration of laboratories that hold and work with human pathogens and strict access restrictions. A general overview is provided here:

Rules were implemented that include a comprehensive list of infectious agents, registration of facilities that handle them, requirements for transfer and disposal and for verification processes including penalties. In several countries, all facilities handling pathogens including those allocated to Risk Group 2 must be registered.  Strict control of Risk Group 3 and 4 organisms is in place.  

The CDC/NIH publication Biosafety in Microbiological and Biomedical Laboratories contains an open list of dangerous organisms drawn from the Australia Group list and is subject to addition and change. Each registered facility in the USA is to be inspected during a three-year cycle. 

Additional Requirements for Facilities Transferring or Receiving Select Agents : 42 CFR Part 72.6, 1996

The US Public Health Service Homepage provides information on importations of etiological agents, hosts, and vectors (Chapter I--Public Health Service, Department of Health and Human Services Part 71--Foreign Quarantine-Subpart F--Importations Sec. 71.54): (a) A person may not import into the United States, nor distribute after importation, any etiological agent or any arthropod or other animal host or vector of human disease, or any exotic living arthropod or other animal capable of being a host or vector of human disease unless accompanied by a permit issued by the Director. (b) Any import coming within the provisions of this section will not be released from custody prior to receipt by the District Director of the U.S. Customs Service of a permit issued by the Director. 

The UK National Culture Collection (UKNCC) control of dangerous pathogens

Involves a code of practice for UK public service collections to follow. UKNCC are implementing a system involving the registration of customers to ensure bona fide supply http://www.ukncc.co.uk/html/Databases/Control%20Distibution.htm including access to all organisms of the Australia Group list plus many others and covers human and animal pathogens including: over 90 Viruses, over 40 Bacteria, over 35 Rickettsiae, 9 Fungi whether natural, enhanced or modified, either in the form of isolated live cultures or as material including living material which has been deliberately inoculated or contaminated with such cultures;

Plant pathogens: 17 Bacteria, 25 Fungi, 50 Viruses whether natural enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures

In France, a new ministerial order came into force in September 2001 concerning "The importation, the export, the holding, the distribution and the transport of highly pathogenic microorganisms".

1. Each French laboratory which holds strains of highly pathogenic microorganisms has to be declared to the AFSSAPS (Agence Française de Sécurité Sanitaire des Produits de Santé = formerly the French Medical Agency). The AFSSAPS is responsible for the authorisation to hold the strains.

2. Each French laboratory must obtain authorisation when it wants to send this strain to another laboratory (French or not). Affected are all viruses of Risk Groups 3 and 4 in addition to all organisms covered by the Australia Group lists.

Relevant Treaties, Directives or Legislation

	Treaty/Directive/legislation
	Requirement
	Existing BRC protocols

	Cartagena Protocol to the Convention on Biological Diversity
	Risk Assessment

Control of access and distribution
	

	CITES (Convention on International Trade in Endangered Species)
	PIC; MTA
	MOSAICC

	Convention on Biological Diversity
	PIC; MTA
	OECD Mandatory Guidance for BRCs

	European Commission Council Regulation 3381/94/EEC on the Control of Exports of Dual-Use Goods from the Community of 19th December 1994 (Official J. L 367, p1) and amendments
	Control of access
	OECD Mandatory Guidance for BRCs


Acronyms

BTWC - The Biological and Toxin Weapons Convention

BW – Biological Weapons

CBIAC - The Chemical and Biological Defense Information Analysis Center

CDC – Centre for Disease Control, USA

EEC - European Economic Community
EU – European Union

ICGEB - International Centre for Genetic Engineering and Biotechnology 

NIH – National Institute of Health, USA

OPCW - Organization for the Prohibition of Chemical Weapons

PQSR - The WFCC Postal, Quarantine and Safety Regulations Committee

SIPRI - Stockholm International Peace Research Institute

UNIDO – United Nations Industrial Development Organisation

UKNCC - UK National Culture Collection

WDCM – World Data Centre for Microorganisms
WHO - World Health Organisation 
Further information

Some biosafety related sites:

The European Federation Biotechnology Working Party on Safety in Biotechnology http://www.boku.ac.at/iam/efb/
The European Biological Safety Association http://www.ebsa.be/
The American Biological Safety Association http://www.orcbs.msu.edu
The Belgian Biosafety Server with lots of links http://biosafety.ihe.be/
World Health Organisation WHO  http://www.who.ch
UNIDO Bio Informations Network http://binas.unido.org/binas/binas.html
International Centre for Genetic Engineering and Biotechnology (ICGEB) in Trieste

 http://www.icgeb.trieste.it/~bsafesrv/
Some BTWC related sites:

The Department of Peace Studies at the University of Bradford

http://www.brad.ac.uk/acad/sbtwc/home.htm
Pugwash Study Group on CBW http://fas-www.harvard.edu:80/~hsp/pugwash.html
CBIAC (The Chemical and Biological Defense Information Analysis Center) 

http://www.cbiac.apgea.army.mil
SIPRI (Stockholm International Peace Research Institute) Chemical and Biological Warfare Project

http://www.sipri.se
The Henry L. Stimson Center, Chemical and Biological Weapons Nonproliferation Project

http://www.stimson.org
Biological and Toxin Weapons Working Group, Federation of American Scientists


http://www.fas.org/bwc/index.html
ASA (Applied Science and Analysis, Inc.) Newsletter http://www.asanltr.com/
Chemical and Biological Arms Control Institute http://www.cbaci.org/
Table 1 Australia Group Organisms

Such lists are dynamic and subject to change and may be enhanced by national authorities but the following list provides guidance of the organisms of concern

	HUMAN AND ANIMAL PATHOGENS



	Viruses, whether natural, enhanced or modified, either in the form of isolated live cultures or as material including living material which has been deliberately inoculated or contaminated with such cultures, as follows:



	ARENAVIRIDAE:

	
	Junin

	
	Lassa fever

	
	Lymphocytic choriomeningitis

	
	Machupo

	Hantaviruses

	
	Hantaan (Korean haemorrhagic fever)

	Nairoviruses

	
	Crimean/Congo haemorrhagic fever

	Phleboviruses

	
	Rift valley fever

	FILOVIRIDAE

	
	Ebola

	
	Marburg

	FLAVIVIRIDAE

	Flaviviruses

	
	Dengue viruses types 1-4

	
	Japanese B encephalitis

	
	Russian spring-summer encephalitis virus (tick borne encephalitis)

	
	Yellow fever

	POXVIRIDAE

	
	white pox

	TOGAVIRIDAE

	Alphaviruses

	
	Chikungunya

	
	Eastern equine encephalomyelitis

	
	Venezuelan equine encephalomyelitis

	
	Western equine encephalomyelitis

	Bacteria, whether natural enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures as follows:

	Bacillus anthracis

	Brucella abortus

	Brucella melitensis

	Brucella suis

	Burkholderia mallei (Pseudomonas mallei)

	Burkholderia pseudomallei (Pseudomonas pseudomallei)

	Chlamydia psittaci

	Clostridium botulinum

	Francisella tularensis

	Mycoplasma mycoides

	Mycoplasma mycoides subspecies mycoides SC variant

	Mycoplasma mycoides subspecies mycoides LC variant

	Mycoplasma mycoides var Capri

	Mycoplasma capricolum subspecies capripneumoniae

	Salmonella typhi

	Shigella dysenteriae

	Vibrio cholerae

	Yersinia pestis

	Toxins as follows  (the Australia Group are considering making the list more comprehensive by including the different types of toxins under each name, and including derivatives) 

	Botulinum toxin

	Clostridium perfringens toxin

	Conotoxin

	Ricin

	Saxitoxin

	Shiga toxin

	Staphylococcus aureus toxin

	Tetrodoxin

	Verotoxin

	Microcystin (Cyanginosin)



	Rickettsiae, whether natural, enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures as follows:

	Coxiella burnetii

	Rickettsia prowazekii

	Rickettsia Quintana

	Rickettsia rickettsii

	Genetically-modified “microorganisms” as follows:

a. Genetically modified organisms or genetic elements that contain nucleic acid sequences associated with pathogenicity and are derived from organisms covered by the Australia Group regulations;

b. Genetically modified “microorganisms” or genetic elements that contain nucleic acid sequences coding for any of the toxins specified in the toxins section.



	ANIMAL PATHOGENS, as follows



	Viruses, whether natural, enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures as follows:

	African horse sickness virus

	African swine fever virus

	Avian influenza viruses ,which are uncharacterised or defined in EC directive 92/40/EC as having high pathogenicity, as follows:

a. Type A viruses with an IVPI (intravenous pathogenicity index) in 6 week old chickens of greater than 1.2 or

b. Type A viruses H5 or H7 subtype for which nucleotide sequencing has demonstrated multiple basic amino acids at the cleavage site of haemagglutinin;



	Bluetongue virus

	Foot & Mouth disease virus

	Goat pox virus

	Porcine herpes virus (Aujesky’s disease)

	Swine fever virus

	Lyssa virus

	All other species of the genus Lyssavirus

	Newcastle disease virus

	Newcastle disease virus (avian paramyxovirus type 1) which are uncharacterised  or have an intracerebral pathogenicity index in one day old chicks of 0.4 or more, when not less than 10 million 50% egg infectious doses (EID 50) are administered to each bird in the test.

	Peste des petits ruminants virus

	Porcine enterovirus type 9

	Rinderpest virus

	Sheep pox virus

	Teschen disease virus

	Vesicular stomatitis virus

	

	PLANT PATHOGENS, as follows: 



	Bacteria, whether natural enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures as follows:

	Xanthomonas albilineans

	Xanthomonas campestris pv citri including strains referred to as Xanthomonas campestris pv citri types A,B,C,D,E or otherwise classified as Xanthomonas citri, Xanthomonas campestris pv aurantifolia or Xanthomonas campestris pv citrumelo


	Fungi, whether natural enhanced or modified, either in the form of isolated live cultures or as a material including living material which has been deliberately inoculated or contaminated with such cultures as follows:

	Colleotrichum coffeanum var virulans

	Cochliobolus miyabeanus (Helminthosporium oryzae) (Drechslera oryzae)

	Microcyclus ulei (syn Dothidella ulei, Melanopsammopsis ulei))

	Puccinia graminis (syn. Puccinia graminis f. sp. tritci)

	Puccinia striiformis (syn Puccinia glumarum)

	Magnaporthe grisea/Pyricularia oryzae)
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